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Abstract. Astrolabeis a new kind of peerto-peersystemimplementinga hi-

erarchicaldistributed databasebstraction Although deignedfor scalableman-
agementnd datamining, the systemcan also supportwide-areamulticastand
offers powerful aggregation mechanismsghat permit applicationsto build cus-
tomizedvirtual databaseBy extractingandsummarizinglatalocatedthroughout
alargenetwork.In contrasto otherpeerto-peersystemsthe Astrolabehierarchy
is purely anabstractiorconstructedy runningour protocolon the participating
hosts— thereare no seners, andthe systemdoesnt superimpose specialized

routinginfrastructureor employa DHT. This paperfocuseson wide-areample-
mentatiorchallenges.

1 Intr oduction

Toagrowing degree applicationsareexpectedo beself-configuringandself-managing,
andastherangeof permissibleconfigurationgyrows, this is becomingan enormously
complex undertaking.Indeed,the managemensubsystenfor a distributed systemis
oftenmorecomple thanthe applicationitself. Yet the technologyoptionsfor building
managemenmechanisméave lagged.Currentsolutions,suchasclustermanagement
systemsdirectory services,and event notification services,either do not scaleade-
guatelyor aredesignedor relatively staticsettings.

In this paper we describea new information managemenservicecalled Astro-
labe.Astrolabemonitorsthe dynamicallychangingstateof a collectionof distributed
resourcesreportingsummarief this informationto its users.Like DNS, Astrolabe
organizegheresourcesnto a hierarchyof domainsandassociateattributeswith each
domain.Unlike DNS, no seners are associatedvith domains the attributesmay be
highly dynamic,andupdategropagatejuickly; typically, in tensof seconds.

Astrolabecontinuouslycomputesummarie®f thedatain thesystenusingon-the-
fly aggreation. The aggr@ationmechanisms controlledby SQL queries andcanbe
understooasatype of datamining capability For example, Astrolabeaggrgationcan
beusedto monitorthestatusof a setof senersscatteredvithin thenetwork,to locatea
desiredesourcenthebasisof its attributevalues pr to computea summarydescription
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of loadson critical networkcomponentsAs this informationchangesAstrolabewill
automaticallyandrapidly recomputethe associatedggreatesandreportthe changes
to applicationghathave registeredtheir interest.

The Astrolabesystemlooksto a usermuchlike a databasealthoughit is a virtual
databast¢hatdoesnotresideon acentralizedsener. Thisdatabas@resentatiomxtends
to several aspectsMost importantly eachdomaincanbe viewed asa relationaltable
containingthe attributesof its child domainswhich in turn canbe queriedusingSQL.
Also, usingdatabaséntegrationmechanisméike ODBC andJDBC standarddatabase
programmingools canaccesandmanipulatehe dataavailablethroughAstrolabe.

Thedesignof Astrolabereflectsfour principles:

1. Scalability through hierarchy: Astrolabeachieves scalability throughits domain
hierarchy Given boundson the size and amountof informationin a domain,the
computationalstorageandcommunicatiorcostsof Astrolabearealsobounded.

2. Flexibility throughmobilecode: A restrictedform of mobile code,in the form of
SQL aggr@ationqueriesallows usergo customizeAstrolabeonthefly.

3. Rolustnesghrougha randomizedpeerto-peer protocol: Systemsbasedon cen-
tralizedsenersarevulnerableto failures,attacks,and mismanagemenfstrolabe
agentgsunoneachhost,communicatinghroughanepidemicprotocolthatis highly
tolerantof failures,easyto deploy andefficient.

4. Securitythroughcertificates:Astrolabeuseddigital signaturego identify andreject
potentiallycorrupteddataandto controlaccesgo potentiallycostly operations.

This paperis organizedasfollows. Section2 describeghe Astrolabesystemitself,
while its useisillustratedin Section3. To avoid overlapwith work publishecelsavhere,
we focus on wide-areacommunicationchallengeshere. Accordingly, the basiclow-
level communicatiorandaddressingnechanismsisedby Astrolabearethe subjectof
Section4. Section5 describedAstrolabes self-configuratiorstratgy. How Astrolabe
operatesn the presenc®f firewalls is the topic of Section6. In Section7 we describe
variousrelatedwork in the peerto-peerarea Finally, Section8 concludes.

2 Astrolabe

The goal of Astrolabeis to maintaina dynamically updateddatastructurereflecting
the statusandotherinformationcontributedby hostsin a potentiallylarge system For
reason®f scalability the hostsare organizedinto a domainhierarchy in which each
participatingmachineis a leaf domains(seeFigure 1). The leafs may be visualized
astuplesin a databasethey correspondo a single hostand have a setof attributes,
which canbe basevalues(integers,floating point numbersetc) or an XML object.In
contrasto theseleaf attributes which aredirectly updatedy hosts the attributesof an
internaldomain(thosecorrespondingo “higherlevels” in the hierarchy)aregenerated
by aggregating (summarizingattributesof its child domains.

Theimplementatiorof Astrolabeis entirelypeerto-peerthesystemhasnoseners,
norareary of its agentonfiguredo beresponsibldor ary particulardomain.Instead,
eachhostrunsan agentprocesghat communicatesvith otheragentsthroughan epi-
demicprotocol or gossip[DGH"87]. The datastructuresand protocolsare designed
suchthatthe servicescaleswell:



Fig.1. An exampleof a three-level Astrolabetree. The top-level root domainhasthreechild
domains.Eachdomain,including the leaf domains(the hosts),hasan attritute list. Eachhost
runsaAstrolabeagent.

— Thememoryusedby eachhostgrows logarithmicallywith themembershisize;

— Thesizeof gossipmessagegrowslogarithmicallywith thesizeof themembership;

— If configuredwell (moreon this in Section5), the gossipload on network links
grows logarithmicallywith the size of the membershipandis independenof the
updaterate;

— Thelatencygrows logarithmicallywith the sizeof the membershipLateng is de-
finedasthetime it takesto takea snapshobf theentiremembershi@ndaggreate
all its attributes;

— Astrolabeis tolerantof severe messagéossandhostfailures,and dealswith net-
work partitioningandrecovery.

In practice evenif thegossiploadis low (Astrolabeagentsaretypically configured
to gossipgossiponly onceevery few seconds)updategpropagatevery quickly, andis
typically within aminuteevenfor very large deployment$vRB02].

In the descriptionof the implementationof Astrolabebelown, we omit all details
exceptthosethatarenecessarin orderto understandhefunctionof Astrolabe andthe
issueghatrelateto peerto-peercommunicatiorin the Internet.A muchmoredetailed
descriptiorandevaluationof Astrolabeappearsn [VRBO02].

As thereis exactly one Astrolabeagentfor eachleaf domain,we nameAstrolabe
agentdyy their correspondinglomainnamesEachAstrolabeagentmaintainsfor each
domainthatit is a memberof, a relationaltable calledthe domaintable. For example,
theagent'/nl/amsterdam/vuhasdomaintablesfor “/”, “/nl”, and“/nl/amsterdam’{see
Figure?). A domaintableof adomaincontainsarow for eachof its child domainsand
a columnfor eachattribute name.Oneof therows in thetableis the agents ownrow,
which correspondso that child domainthat the agentis a memberof aswell. Using
a SQL aggreation function, a domaintable may be aggrgjatedby computingsome
form of summaryof the contentsto form a singlerow. The rows from the children of
adomainareconcatenatetb form thatdomains tablein the agent,andthis repeatdo
theroot of the Astrolabehierarchy

Sincemultiple agentamay bein the samedomain,the correspondinglomaintable
is replicatedon all theseagentsFor example,boththe agents'/nl/amsterdam/vu’and
“Inl/utrecht/uu” maintainthe “/” and“/nl” tables.A replicatedtableis kept approxi-
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Fig. 2. A simplifiedrepresentatioof the datastructuremaintainedoy the agentcorrespondingo
/nlfamsterdam/vu.

matelyconsistentusingan epidemicprotocol.Eachagentin adomaincalculatesusing
anaggregationfunction, a small setof representatie agentsor its domain.Typically,

Astrolabeis configuredto useup to threerepresentatie agentsfor eachdomain.The
representatie agentof thechild domainsof a parentdomainruntheepidemicprotocol
for the parents domaintable.On aregularbasis,sayoncea secondgachagentX that
is arepresentatie for somechild domainchoosesnotherchild domainatrandom,and
thenarepresentatie agentY within the choserchild domain,alsoatrandom.X sends
theparentstableto Y. Y megesthistablewith its own table,andsendgheresultback
to X, sothatX andY now agreeon the contentf theirtables.

Therule by which suchtablesaremeigedis centralto the behaior of the systemas
awhole.Thebasicideais asfollows.Y adoptsinto the meigedtablerows from X for
child domainghatwerenotin Y’ s original table,aswell asrows for child domainghat
aremorecurrentthanin Y’s original table. To determinecurreng, agentgimestamp
rows eachtime they areupdatedby writing (in caseof leaf domains)or by generation
(in caseof internaldomains) Unfortunately this requiresall clocksto besynchronized
whichis, atleastin today’s Internet far from beingthe case.

To solwe this problem,eachrow is taggedwith the geneator: the domainnameof
the agentthat wrote or generatedhe row (in additionto the timestamp).Agentsalso
maintain,for eachrow in eachtable,the setof generatorgrom which they receved
updatedor thatrow, alongwith the timestampon the lastreceved update.The meige
operationis now executedasfollows. Whenreceving a row in a gossipmessagethe
agentadoptsit, asis, if it is createdoy apreviously unknaovn generatarlf it is aknown
generatartherow is adoptedf andonly if therow’stimestamgs morerecentthanthe
lastrecevedtimestampfrom thatgeneratarThis way, only timestampgrom the same
agentarecomparedvith oneanotherandthusno clock synchronizations necessary

Whenno updatehasbeenreceived from a particulargeneratofor sometime period
T, thatgeneratoiis consideredaulty, and eventuallyforgotten(aftertime 27" for rea-
sonsthatgo beyond the scopeof this paper but which aredescribedn [VRMH98]). T’
shouldbe chosersothatthe probability of ary old gossipsrom this generatostill go-
ing aroundis verylow [vRB02, vRMH9§]. Sincegossipgisseminatén time O(logn),
thistypically is not verylong, andcanbe determinedy technique®f epidemicanaly-
sisor simulation.If thereareno moreknown generator$or adomain thedomainitself
is removed from theagents domaintable.



3 UsingAstrolabe

Applicationsinvoke Astrolabeinterfaceshroughcallsto a library (seeTable1). The
library allows applicationgo peruseall theinformationin the Astrolabetree,settingup
new connectionsasnecessaryl he creationandterminationof connectionss transpar
entto applicationprocessessothe programmercanthink of Astrolabeasa ubiquitous
service, somavhatanalogougo the DNS.

Table 1. Application Programmetnterface.

[Method |Description |
find_contacts(timescope) searchor Astrolabeagentdn thegiventime andscop
setcontacts(addresses specifyaddressesf initial agentgo connecto

getattributes(domaineventqueue) |reportupdatego attributesof domain
getchildren(domaineventqueue) |reportupdatedo domainmembership
setattribute(domainattribute, value)updatethe given attribute

In additionto its native interface thelibrary hasan SQL interfacethatallows appli-
cationsto view eachnodein the domaintreeasa relationaldatabaseable,with a row
for eachchild domainanda columnfor eachattribute. The programmecanthensimply
invoke SQL operatorgo retrieve datafrom the tables.Using selectionjoin, andunion
operationsthe programmeican createnew views of the Astrolabedatathatareinde-
pendenif the physicalhierarchyof the Astrolabetree. An ODBC driver is available
for this SQL interface sothatmary existing databaséools canuseAstrolabedirectly,
andmary databasesanimportdatafrom Astrolabe.

New aggreation functions can be installed dynamically and their dissemination
piggybacknthe gossipprotocol.This way an Astrolabehierarchycanbe customized
for theapplicationghatuseit. The codeof thesefunctionsis embeddedh so-calledag-
gregationfunctioncertificate AFCs),which aresignedcertificatesnstalledasdomain
attributes.

We also use AFCs for purposesotherthan aggrgation. An Information Request
AFC specifieswhat informationthe applicationwantsto retrieve at eachpatrticipating
host,andhow to aggr@atethisinformationin the domainhierarchy (botharespecified
usingSQL queries) A Configuiation AFC specifiesrun-time parametershatapplica-
tionsmayusefor dynamicon-line configuration.

Example: Peerto-peer Multicast

In [vRBO2Z] we presenta numberof possibleusesfor Astrolabe,suchasfor locating
"nearby” resourcedy usingODBC to querythelocal domain,monitoringthe dynami-
cally evolving stateof asubsebf hostsin alargenetworkusinganaggrgationfunction,
or trackingdown desiredresourcesn very large settings.To avoid repeatingthat ma-
terial here,we now presenta differentexampleof how Mariner might be used.Many



distributedgamesandotherapplicationgequirea form of multicastthatscaleswell, is
fairly reliable,anddoesnot put a TCP-unfriendlyload on the Internet.In the face of
slow participantsthe multicastprotocol’s flow controlmechanisnshouldnot forcethe
entiresystemto grind to a halt. This sectiondescribesucha multicastfacility. It uses
Astrolabeto track the setof multicastrecipients but thenbut setsup a separatareeof
TCP connectiondor actuallytransportingnulticastmessages.
Eachmulticastgrouphasa name say“game”. A participantexpresse#s interestin
receving messagefor this groupby installingits TCP/IPaddresqor addressesh the
attribute“game” of its leaf domains MIB. This attributeis aggrejatedusingthe query

SELECT FI RST(3, gane) AS gane

Thatis, eachdomainselectshreeof its participants TCP/IPaddressegFIRST is
anoften-usedAstrolabeextensionto SQL.)

Participantsexchangemessagesf theform (domain,data).A participanthatwants
toinitiate amulticastlists the child domainsof therootdomain,and,for eachchild that
hasanon-empty‘game” attribute,sendg¢he messagéchild-domain data)to a selected
participantfor thatchild domain(moreon this selectionlater). Eachtime a participant
recevesa messagédomain,data),it findsthe child domainsof the givendomainthat
have non-empty‘game” attributesandrecursvely continueghedisseminatiorprocess.

The TCP connectionghatarecreatedarecachedThis effectively constructatree
of TCPconnectionshatspanghe setof participantsThistreeis automaticallyupdated
asAstrolabereportsdomainmembershipupdates.

To makesurethatthe disseminatiodateny doesnot suffer from slow participants
in thetree,somemeasuresnustbetaken.First, a participantcould post(in Astrolabe)
therateof messagethatit is ableto processTheaggregationquerycanthenbeupdated
asfollowsto selectonly the highestperformingparticipantgor “internal routers:

SELECT FI RST(3, gane) AS ganme ORDER BY rate

Senderganalsomonitortheir outgoingTCP pipes.If onefills up, they maywant
to try anotherparticipantfor the correspondinglomain.lt is evenpossibleto usemore
than one participantto constructa “fat tree” for disseminationput then care should
be takento reconstructhe order of messagesrhesemechanismsogethereffectively
route messagesroundslow partsof the Internet,much like ResilientOverlay Net-
works [ABKMO01] accomplishedor point-to-pont traffic. Notice that this makesour
multicast"TCP-friendly”, in the sensethatif a routerbecomesverloadedand starts
droppingmessageshe multicastprotocolwill reducetheloadimposedon thatrouter
This propertyis rarelyseenin Internetmulticastprotocols.

Our solution can also be usedto implementthe Publish/Subscribgaradigm.in
thesesystemqdOPSS93] recevers subscribeo topicsof interest,and publishergpost
messaget topics. The multicastprotocoldescribechbore caneasilyimplementPub-
lish/Subscribeaswell asa generalizecconceptthat we call selectivemulticastor se-
lectivePublish/Subscribe

Theideais to tag messagewith a SQL condition,chosenby the publishers For
example,apublisherthatwantsto sendanupdateto all hoststhathave aversionof some
objectthatis lessthan 3.1, this conditioncould be“M N(ver si on) < 3.1". The



participantdn the multicastprotocolabove usethis conditionto decideto which other
participantsshouldreceve the messageln the exampleusedabore, whenreceving a
messagédomain,data,condition),a participantexecutesthe following SQL queryto
find out which participantgo forwardthe messagéo:

SELECT ganme
FROM donmi n
VWHERE condi ti on

In thisidea,the publisherspecifieghe setof recevers.BasicPublish/Subscribean
thenbe expressedsthe publisherspecifyingthata messageshouldbe deliveredto all
subscriberso a particulartopic.

The simplestway to accomplishthis type of routing is to createa new attribute
by the nameof thetopic. Subscribersetthis attributeto 1, andthe attributeis aggre-
gatedby takingthe sum.The conditionis then“at t ri but e > 0”. However, suchan
approachwould scalepoorly if a systemhaslarge numberof possibletopics,sinceit
requiresonebit each.

A solutionthat scalesmuchbetteris to usea Bloom filter [Blo70].* This solution
usesasingleattributethatcontainsa fixed-sizebit map.Theattributeis aggre@atedus-
ing bitwise OR. Topic namesarehashedo abit in this bit map.The conditiontaggedo
themessagés “Bl TSET( HASH(t opi ¢) ) ". In thecaseof hashcollisions,amessage
may reachsomenon-subscribinglestinationsbut would befiltered andignoredat the
lasthop.

4 Low-level Communication

The precedingexampleshaved how a multicastprotocolcould be layeredover Astro-
labe,runningon TCP channelsHowever, for its own communication Astrolabeuses
UDP/IR HTTP (ontop of TCP/IPor SSL),or both.To supportHTTR, Astrolabeagents
actbothasHTTP senersandclients.To enablecommunicatiorthroughfirewalls, As-
trolabemakesuseof Application Level Gatavays, but for scalability concernghis is
only doneas a last resort(seeSection6). This sectiondiscussesomeof the chal-
lengesthat arosein running Astrolabein wide-areasettings.Before we discussthe
actualcommunicatiorin moredetail, we will first describethe conceptof realms and
how addressings donein Astrolabe.

A realmis a setof hostsand a communicationprotocol. For example,the tuple
(“Cornell ComputerScienceDepartment” UDP) forms a realm,asdoes(“Core Inter-
net”, HTTP). (“Core Internet”is the setof thosehostson the main Internetthatdo not
residebehindfirewalls.) Eachrealmhasa uniqueidentifier of the form name:protocol,
for example“cornellcs:udp”and‘internet:http”. The hostsin a realmform anequia-
lenceclass,in thatthey canall beaccessedsingtherealms protocolin thesameway.
A hostcanbein morethanonerealm,andcanhave morethanoneaddressn thesame

! This ideais alsousedin variousotherdistributed systemsjncluding the directory serviceof
the Ninja system{GWVB T 01].



realm.No two hostsin thesamerealmcanhave the sameaddresshut the sameaddress
maybeusedin differentrealms.

UDP addresseareof theform “IP-address:port{e.g.,“10.0.0.4:6422")or “DNS-
name:port’(e.g.,"rome.cs.cornell.edu:6422"HTTP addresseareof theform “agent-
name@TCP-addresskhere“agent-name’is the Astrolabedomainnameof theagent,
and“TCP-addres$,asin UDP addressegonsistsof a portandeitheranIP addresor
aDNS name For example,“/usa/ry/ithaca/cornell/cs/rome@10.0.0.4:2246

We defineanextendedaddressto bethetriple (realmidentifier, addresspreference).
For example,(“cornellcs:udp”,10.0.0.4:64225). A hosthasa setof theseaddresses,
andcanindicateits preferencdor certainaddressessingthe prefeencefield. We call
the setof extendedaddressesf a hostthe contactfor that host. The contactis dy-
namicasaddressemayappeatanddisappeaover time astheadministratoof thehost
connectgo, or disconnectérom, ISPsandVPNSs.

Unlike agents contactsagents namesareconstantln orderto simplify configura-
tion, we obseredthatrealmsoften coincidewith Astrolabedomains,andthusnamed
realmsusingtheir correspondinglomainname.Thus,ratherthan“cornellcs:udp”,we
would use“/usa/ry/Ithaca/cornell/cs:udpThe core Internetcoincideswith the root
domain,andis thuscalled“/:http”.

Eachdomainin Astrolabehasan attribute calledcontacts which containsthe con-
tactsof thoseagentdn thedomainthathave beenelectedasrepresentates.(This uses
the FIRST function that wasdescribedn Section3.) The contactsattribute of a leaf
domaincontaingthe singletonsetwith the contactof the agentof thatleaf domain.

We will now briefly revisit Astrolabes gossipprotocolto shav how this worksin
practice. Whenan agentwantsto gossipthe tableof somedomain,it hasto comeup
with anaddressFirst, the agentpicks one of the table’s rows at randomandretrieves
thecontactsattributefrom thatrow. Theagenthenpicksoneof thecontactsatrandom.
Theresultingcontactis a setof extendedaddressesThe agentremoresthe addresses
of realmsthatit cannotreach(moreon this below). If thereis morethanoneremaining
addressthe agenthasto makeonemorechoice.

In orderto makeintelligentchoices gachAstrolabeagentmaintainsstatisticsabout
addressesThis is simple to do, as eachgossipmessagés followed by a response.
Currently anagentmaintaingor eachextendedaddresshefollowing threevalues:

1. out st andi ng: thenumberof gossipssentsincethelastresponseavasreceved;
2. | ast _sent : time of lastsendof a gossip;
3. l ast _recei ved: time of lastreceptionof aresponse.

If thereis morethanoneextendedaddresdo choosefrom, the agentscoeseach
address:

1. If thereis no outstandinggossip the scoreis the preference;

2. If it hasbeenmore thana minute sincethe last gossipwas sent,the scoreis the
preference;

3. If thereis justoneoutstandingyossip the scoreis the preferenceninusone;

4. In all othercasesthescoreis zero.

Thisresultgn thefollowing behaior. In thenormalcasewhengossipsarefollowed
by responseghe addresof the highestpreferences alwaysused.If asingleresponse



got lost, the scorebecome®nly slightly smaller The intentionis thatif thereis more
thanoneaddres®f the samepreferencethe onesthatareonly somevhatflaky become
lesspreferential If thereare morelossesthe scorebecomessuchthat the addresss
only usedasa lastresort.Oncea minute,the scoreis, for a singlesendoperationyeset
to the original preferenceThis allows addresset beoccasionallyre-tested.

5 Configuration

In orderfor Astrolabeto scalewell, the domainhierarchyhasto be setup with care.
Eachdomainin Astrolaberunsaninstancenf thegossipprotocolamongtherepresenta-
tivesof its child domainsThefirst concerrto think aboutis thesizeof domainsthatis,
thenumberof child domainsn adomain.If very large,the sizeof gossipmessagesas
well asthegeneratedjossipload,will belargeaswell (they bothgrow linearly with the
domainsize).If choserto bevery small,the hierarchybecomewery deepandlateny
will suffer. In practice,we find thata sizeof 25-100child domainsin a domainworks
well. Smallersizesare possibletoo, at the costof someadditionallateng, but larger
sizesmakethe loadunacceptabljarge.

Locality is a secondimportantconsiderationDomainsshouldbe constructed(if
possiblesothatthe numberof networkhopsbetweerits child domains'representates
is minimized,and so thatindependentiomains(one domainis not an ancestorof the
other)donotshareary networklinks. If thelnternetwereatreetopology, the Astrolabe
hierarchyshouldbe preferablyidenticalto this tree.In reality the edgesof the Internet
oftenresemble treetopology, but the internalinternetis a complicatedneshof links
thatdefiesary resemblanceo atree.

In practice,this meansthat thereis considerabldreedomin designingthe higher
levelsof the Astrolabehierarchywithin thelimits of thebranchingactor, but thelower
levels shouldbe mappedcloselyto the topologyof the Internetedge.If we ignorethe
branchingactor, thisis notmuchdifferentfrom theDNS hierarchydesignin DNS,too,
thelow levels often corresponctloselyto the networktopology, while the high levels
of the hierarchyhave little correspondence the actualnetworktopology Thusthe
maindifferencebetweerDNS andAstrolabeconfigurations the constrainedranching
factorof the Astrolabehierarchy

Astrolabesupportdwo forms of configurationmanualandautomatic.The manual
configurationsupportsvariousnotionsof security including anintegratedPKI infras-
tructurefor the Astrolabeservice.The automaticconfigurationis not secureln order
to foil all but the simplestforms of compromisethe communicatioris scrambledand
signedusingsecretkeys. Below, we will focusontheinsecureautomaticconfiguration.
More on Astrolabesecuritycanbe foundin [vRBO0Z].

In aninsecureversionof Astrolabe all anagenteedgo know is

— Itsdomainname;
— Thesetof realmsthatit cansendmessageo;
— How to find peeragentdo gossipwith.

In the remainderof this section,we will look at the automaticconfigurationof
domainnamesandrealms.
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Currently we generatdhe Astrolabedomainnameof an agentfrom the DNS do-
mainnameof the host,andthe processdentifier of theagent We will first explain how
this is done,andthen provide the rationalfor this design.Saythatthe DNS domain
nameis Cy.C1.....Ck, andthe processd of the agentis P. We usea one-wayhash
functionon C...Cy, (all but thefirst componentf thedomainname)to constructhree
6-bitintegers,A;, Az, and A3. Finally, the Astrolabedomainnameis constructedo be
/Cx/A1/As/A3/Cl—1/...]Co/P.

For example,sayanagentrunsasprocesst365on host“rome.cs.cornell.eduBy
hashing‘cs.cornell.edu’onto three6-bit integers,we have effectively split the “.edu”
domainupinto 22 piecesasthe“.edu” domainitself is muchtoo largefor asingleAs-
trolabedomain.Usingthis constructionthe Astrolabe"/edu” domainitself hasat most
64 child domains.Saythe threegeneratedntegersin our exampleare25,43,and4 re-
spectvely. Thenthedomainnameof the agentis “/edu/25/43/4/cornelts/rane/4365”.
(Thethreegeneratedlomainscanbe hiddenfrom view if sodesired.)

The hopeis that eachof the domainsfollowing “/edu/25/43/4" are of relatively
limited sizethat canbe supportedby the Astrolabeprotocol,and that thesedomains
reflectthe networktopologyto a closeenoughapproximationlf in thefuturethisturns
outto beinsufficient, we canupdatethe downloadableexecutablego usemorelevels,or
perhapsomeupwith anadaptie schemeTheadditionof the processdentifiermakes
it possibleto run multiple agentson the samehost.

Next we have to determinethe setof realmsthatthe agentcanreach.We assume
thatary agentcancommunicateo the“/:http” realm,thatis, ary agentcanuseHTTP
to reachanotheragenton the core Internet.(Agentsmay useWPAD to determinethe
existenceandlocationof anHTTP proxy automatically) Furthermorewe assumehat
/Cr/A1/A2/As/C_1/.../Cr:udp(“ledu/25/43/4/cornelts:ug” in ourexample)is a
realm,andthatall agentswithin this realmcancommunicatevith oneanother

Currently theseare all the assumptionsve makeaboutrealms.In practicethis is
sometimesconserative, andin that caseagentsthat cancommunicatedirectly using
UDP will usean Application Level Gatavay (ALG) instead.In the next section,we
describehow ALGs areconfiguredandused.

6 Communication throughan ALG

An Application Level Gatavay (ALG) may be the only possibility for two agentsto

communicatgseeFigure 3). Significantcareshouldbe takenin deployingand con-
figuring ALGs. The numberof ALGs is likely to be smallcomparedo the numberof

agentsusing them, andthusthey shouldbe usedjudiciouslyin ordernot to overload
themor the networklinks thatconnectthem.Also, careshouldbe takenthat the peer

to-peemetworkremaingolerantof failures,anddoesnot getpartitionedwhenasingle
ALG sener crashe®r otherwisebecomesinavailable,andthatnetworksecurityis not

compromisedFinally, in orderfor the systemo scale,t shouldbepossibleto addnew

ALG senersdynamicallyto thesystemasthenumberof Astrolabeagentgrows. These
new senersshouldautomaticallybe discoreredandusedby the existing agentsaswell

asthenaw ones.
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Fig. 3. ApplicationLevel Gatavay. (1) Receversendsa RECEIVErequestisinganHTTPPOST
request(2) Sendersendghe messageisinga SEND requesusinganHTTP POSTrequest(3)
ALG forwardsthemessagéo thereceiverusinganHTTP 200response(4) ALG sendsanempty
HTTP 200responsdackto thesender

Ideally, an ALG is locatedon the network path betweena senderand a recever,
sothatthe numberof hopsthata messagdasto travel is not severely affectedby the
presenceof an ALG. Sincemary sendersmay sendmessage$o the samerecever,
it follows thatthe ALG shouldbe locatedas closeto the recever aspossible.Thus,
ideally, eachfirewall or NAT box hasa companionALG that senesreceversbehind
thefirewall. In practice we suspecthatfar fewer ALGs will bedeployedbutit is still
importantfor receversto connecto the nearest-byALG or ALGs.

Eachrecever that wishesto receve messagethroughan ALG hasto useHTTP
requestdo the ALG. In practice,this happensover a persistenfTCP connection.In
orderto reducethe numberof suchconnectiondo an ALG, not every hostbehinda
firewall hasto connectto the ALG. In Astrolabe,only representaties for the realm
correspondingdo the firewalled site gossipbeyond the firewall boundariesand only
theseagentdtypically, two or three) needto recevve throughan ALG. Theotheragents
learnindirectly of updatesoutsidethe realmthroughgossipwith the representates
(seeFigure4).

Site 1 Core Internet Site 2

ALG Server 2 Destinatior

Fig. 4. Themary waysgossipcantravel from asourcehostin Site1 to adestinatiorhostin Site2.
Eachsite hasfour hosts two of which arerepresentaties,behinda firewall. The representaties
of Site2 connectto two differentALG senersto receive messagefom outsidetheir firewall.



12

In orderfor agentsto locate ALGs, the ALGs themseles are situatedin the As-
trolabehierarchyitself. EachALG hasa companionAstrolabeagentwith a configured
domainname.The relaysattribute of the correspondindeaf domainis setto the sin-
gletonsetcontainingthe TCP/IPaddres®f the ALG. This attributeis aggreatedinto
internaldomainsn thesameway asthe contactsattribute(i.e., usingthe FIRST aggre-
gationoperator).

An agentdeterminesvhetherit is a representatie for a firewalled site by moni-
toring the contactsattribute of the correspondingealm domainand noticing whether
its contactis in there.Whenthis becomegshe case the agentfinds ALGs by traveling
up the Astrolabehierarchystartingin its realmandfinding the relaysattributes,stop-
ping whenit haslocatedk ALGs or whenit reacheghe root domain.To ensurefault
tolerance/ is typically chosento be a smallinteger suchas?2 (asin Figure4). If no
ALGs arefound, agentgesortto usinga setof built-in addressesf ALG senersthat
we deployedor this purpose.

For eachALG in the set,the agentgenerates new extendedaddressf the form
(“domain-name@ALG",/:http”, preference)andaddsthis addresdo its contactset.
The preferencas choserno be relatively low comparedo its otheraddresseso asto
discourageéts use.Finally, the agentsendsanHTTP requesto the ALG to receve the
first messagenthis address.

7 RelatedWork

Themostpopularpeerto-peersystemssuchasChord[SMKK95], Pastry[RDO01], and
Tapestry[ZKJO0]] implementdistributed hashtables(DHT), then usethesetablesto
locatedesiredobjects.Justasa corventionalhashtablemapsa key to a value,a DHT
mapsa key to alocationin the network.The hostassociatedavith thatlocationstoresa
copy of thevalueassociatedavith the key. The hoststhatimplementthe DHT maintain
routingtablesof O(log IV) sizethatallow messaget beroutedin O(log N) stepsto
oneof thesdocations.

Astrolabealsoimplementsa distributeddatastructure althoughit is neitheraDHT
nor a distributedfile systemInstead ,Astrolabemostcloselyresembles spreadsheet,
particularlybecause@ipdateof anattribute cause®therattributesto changeHowever,
theAstrolabeinterfaceis morelike thatof adatabaseAthoughAstrolabeusesapeerto-
peerprotocolwith scalabilitypropertiesimilarto thoseof DHTS, it differsin important
waysfrom the bestknown DHT solutions.

In particular Astrolabereflectsthe physicalorganizationof the hostsin its domain
hierarchywhile DHT implementation$ide the hostsandpresenta uniform key-value
mapping.This differenceis also apparenin the underlying protocols.Astrolabeex-
ploits the domain organizationso that most messagexchangesare betweennearby
hostswhile theDHT implementationsequirespeciaimechanismso avoid doinglarge
numbersof long distanceexchangesPastry and Tapestrycome closestto exploiting
proximity in their messageouting, but the protocolsthat maintainthe routing tables
themselesstill requiremostlylong distancemessage®Iso, theseprotocolstreateach
networklink asequal,andare expectedto suffer from significantproblemswith slow
modemlinks.
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Thedesigner®f Tapestryareinvestigatinga two-level architecturecalledBrocade
[JK02], thatexploits the networktopology Basically eachsite (e.g., anorganizationor
campus)deploysa numberof so-calledsupernodesThe supernodegsre organizedin
anordinaryTapestrynetwork.Eachsite thendeploysanothefTapestrynetworklocally,
includingits supernodesMessagesrenow routedin threesuperhopsfirst to a local
supernodethento theremotesupernodeandlastly to its final destination Simulation
shavs dramaticimprovementsn performance.

Astrolabeis perhapsnostsimilar to amulti-level BrocadearchitectureAstrolabes
aggreationfacilities are usedto elect,for eachdomain,the mostappropriatesupern-
odes.Election may be donebasedon quality of connectity, resourcecapacity host
security etc.,andthesepoliciesmay in fact be changedn the fly. Anotherdifference
betweenAstrolabeandotherpeerto-peerprotocolsis thereforethat Astrolabeexploits
theavailableheterogeneityn the network,ratherthanhiding it.

Much of Astrolabeis concernedvith the detailsof peerto-peercommunicatiorin
theactuallnternet,anernvironmentrife with NetworkAddressTranslatiorandotherin-
conveniencesWell-known technologiesn thisfield are Groove Networks(groove.net)
andJXTA (jxta.omg). Groove Networksprovide apeerto-peercommunicationsechnol-
ogyfor distributedcollaboration Althoughin theorypeersn Groove cancommunicate
directly with oneanother(assuminghey arenot separatedy firewalls or NAT), they
heaily rely ontheir proprietaryALG, calledthe GrooveRelayServerfOra01].Unless
peersareexplicitly configuredto communicatalirectly with oneanotherthey will use
theRelaySenerfor communicationThey alsousetheRelaySenerfor otherfunctions.
This includesmessageueuingfor off-line peersandresourcediscovery. This makes
mostGroove applicationshearily dependentn the Relay Sener, and direct peerto-
peerinteractionsarerarelyused.

JXTA [Gon0] is anopenplatformfor peerto-peerinteractionsn the network,in-
tendedfor penasive usefrom senersto workstationgo PDAs andcell phonesJXTA
offersa variety of servicessuchasPeerDiscovery and PeerMembershipln orderto
allow peerdiscovery andpeerto-peercommunicationthe notionof anALG (Rendez-
\Vous Serverin JXTA terminology)hasbeenproposedhut this is still an ongoingre-
searcheffort.

8 Conclusions

By combiningpeerto-peerandgossipprotocolsand usingthe resultingmechanismo
implementascalabledatabasabstractionAstrolabeplugsagapin theexisting Internet
infrastructure Today far too mary applicationsareforcedto operaten the dark: they
lack a good way to sensethe statusof componentsystemsand of the network, and
yet needto adapttheir behaior on the basisof such status.More broadly thereis
animportantneedfor betterscalablecomputingtools addressinghe communications
andconfigurationrequirement®f large-scaleapplications Astrolabeofferssuchtools,
packagedn aneasilyuseddatabasabstractionBecauseéstrolabeitselfis stableunder
stresandextremelyscalablejt promoteghedevelopmeniof new kindsof applications
sharingtheseproperties.
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