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Abstract. Astrolabeis a new kind of peer-to-peersystemimplementinga hi-
erarchicaldistributeddatabaseabstraction.Although deignedfor scalableman-
agementanddatamining, the systemcanalsosupportwide-areamulticastand
offers powerful aggregationmechanismsthat permit applicationsto build cus-
tomizedvirtual databasesby extractingandsummarizingdatalocatedthroughout
alargenetwork.In contrastto otherpeer-to-peersystems,theAstrolabehierarchy
is purelyanabstractionconstructedby runningour protocolon theparticipating
hosts– thereareno servers,andthe systemdoesn’t superimposea specialized
routinginfrastructureor employa DHT. This paperfocuseson wide-areaimple-
mentationchallenges.

1 Intr oduction

Toagrowingdegree,applicationsareexpectedtobeself-configuringandself-managing,
andastherangeof permissibleconfigurationsgrows, this is becominganenormously
complex undertaking.Indeed,the managementsubsystemfor a distributedsystemis
oftenmorecomplex thantheapplicationitself. Yet thetechnologyoptionsfor building
managementmechanismshave lagged.Currentsolutions,suchasclustermanagement
systems,directory services,and event notification services,either do not scaleade-
quatelyor aredesignedfor relatively staticsettings.

In this paper, we describea new information managementservicecalled Astro-
labe.Astrolabemonitorsthe dynamicallychangingstateof a collectionof distributed
resources,reportingsummariesof this informationto its users.Like DNS, Astrolabe
organizestheresourcesinto ahierarchyof domains,andassociatesattributeswith each
domain.Unlike DNS, no servers are associatedwith domains,the attributesmay be
highly dynamic,andupdatespropagatequickly; typically, in tensof seconds.

Astrolabecontinuouslycomputessummariesof thedatain thesystemusingon-the-
fly aggregation.Theaggregationmechanismis controlledby SQL queries,andcanbe
understoodasatypeof dataminingcapability. For example,Astrolabeaggregationcan
beusedto monitorthestatusof asetof serversscatteredwithin thenetwork,to locatea
desiredresourceonthebasisof itsattributevalues,or tocomputeasummarydescription
�
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of loadson critical networkcomponents.As this informationchanges,Astrolabewill
automaticallyandrapidly recomputetheassociatedaggregatesandreportthechanges
to applicationsthathave registeredtheir interest.

TheAstrolabesystemlooks to a usermuchlike a database,althoughit is a virtual
databasethatdoesnot resideonacentralizedserver. Thisdatabasepresentationextends
to several aspects.Most importantly, eachdomaincanbe viewed asa relationaltable
containingtheattributesof its child domains,which in turn canbequeriedusingSQL.
Also, usingdatabaseintegrationmechanismslike ODBC andJDBCstandarddatabase
programmingtoolscanaccessandmanipulatethedataavailablethroughAstrolabe.

Thedesignof Astrolabereflectsfour principles:

1. Scalability throughhierarchy: Astrolabeachieves scalability throughits domain
hierarchy. Given boundson the sizeandamountof information in a domain,the
computational,storageandcommunicationcostsof Astrolabearealsobounded.

2. Flexibility throughmobilecode:A restrictedform of mobilecode,in the form of
SQL aggregationqueries,allowsusersto customizeAstrolabeonthefly.

3. Robustnessthrougha randomizedpeer-to-peerprotocol: Systemsbasedon cen-
tralizedserversarevulnerableto failures,attacks,andmismanagement.Astrolabe
agentsrunoneachhost,communicatingthroughanepidemicprotocolthatis highly
tolerantof failures,easyto deploy, andefficient.

4. Securitythroughcertificates:Astrolabeusesdigital signaturesto identify andreject
potentiallycorrupteddataandto controlaccessto potentiallycostlyoperations.

This paperis organizedasfollows.Section2 describestheAstrolabesystemitself,
while its useis illustratedin Section3.To avoid overlapwith workpublishedelsewhere,
we focus on wide-areacommunicationchallengeshere.Accordingly, the basiclow-
level communicationandaddressingmechanismsusedby Astrolabearethesubjectof
Section4. Section5 describesAstrolabe’s self-configurationstrategy. How Astrolabe
operatesin thepresenceof firewalls is thetopic of Section6. In Section7 we describe
variousrelatedwork in thepeer-to-peerarea.Finally, Section8 concludes.

2 Astrolabe

The goal of Astrolabeis to maintaina dynamicallyupdateddatastructurereflecting
thestatusandotherinformationcontributedby hostsin a potentiallylargesystem.For
reasonsof scalability, the hostsareorganizedinto a domainhierarchy, in which each
participatingmachineis a leaf domains(seeFigure 1). The leafs may be visualized
astuplesin a database:they correspondto a singlehostandhave a setof attributes,
which canbebasevalues(integers,floatingpoint numbers,etc)or an XML object.In
contrastto theseleafattributes,whicharedirectlyupdatedby hosts,theattributesof an
internaldomain(thosecorrespondingto “higher levels” in thehierarchy)aregenerated
by aggregating(summarizing)attributesof its child domains.

Theimplementationof Astrolabeis entirelypeer-to-peer:thesystemhasnoservers,
norareany of its agentsconfiguredto beresponsiblefor any particulardomain.Instead,
eachhostrunsan agentprocessthat communicateswith otheragentsthroughan epi-
demicprotocolor gossip[DGH� 87]. The datastructuresandprotocolsaredesigned
suchthattheservicescaleswell:
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Fig.1. An exampleof a three-level Astrolabetree.The top-level root domainhasthreechild
domains.Eachdomain,including the leaf domains(the hosts),hasan attribute list. Eachhost
runsa Astrolabeagent.

– Thememoryusedby eachhostgrows logarithmicallywith themembershipsize;
– Thesizeof gossipmessagesgrowslogarithmicallywith thesizeof themembership;
– If configuredwell (moreon this in Section5), the gossipload on network links

grows logarithmicallywith the sizeof themembership,andis independentof the
updaterate;

– The latencygrows logarithmicallywith thesizeof themembership.Latency is de-
finedasthetime it takesto takea snapshotof theentiremembershipandaggregate
all its attributes;

– Astrolabeis tolerantof severemessagelossandhostfailures,anddealswith net-
work partitioningandrecovery.

In practice,evenif thegossiploadis low (Astrolabeagentsaretypically configured
to gossipgossiponly onceevery few seconds),updatespropagatevery quickly, andis
typically within aminuteevenfor very largedeployments[vRB02].

In the descriptionof the implementationof Astrolabebelow, we omit all details
exceptthosethatarenecessaryin orderto understandthefunctionof Astrolabe,andthe
issuesthatrelateto peer-to-peercommunicationin theInternet.A muchmoredetailed
descriptionandevaluationof Astrolabeappearsin [vRB02].

As thereis exactly oneAstrolabeagentfor eachleaf domain,we nameAstrolabe
agentsby theircorrespondingdomainnames.EachAstrolabeagentmaintains,for each
domainthatit is a memberof, a relationaltablecalledthedomaintable. For example,
theagent“/nl/amsterdam/vu”hasdomaintablesfor “/”, “/nl”, and“/nl/amsterdam”(see
Figure2). A domaintableof adomaincontainsarow for eachof its child domains,and
a columnfor eachattributename.Oneof the rows in thetableis theagent’s own row,
which correspondsto that child domainthat the agentis a memberof aswell. Using
a SQL aggregation function, a domaintable may be aggregatedby computingsome
form of summaryof thecontentsto form a singlerow. Therows from thechildrenof
a domainareconcatenatedto form thatdomain’s tablein theagent,andthis repeatsto
therootof theAstrolabehierarchy.

Sincemultiple agentsmaybein thesamedomain,thecorrespondingdomaintable
is replicatedon all theseagents.For example,boththeagents“/nl/amsterdam/vu”and
“/nl/utrecht/uu” maintainthe “/” and“/nl” tables.A replicatedtable is kept approxi-
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Fig.2. A simplifiedrepresentationof thedatastructuremaintainedby theagentcorrespondingto
/nl/amsterdam/vu.

matelyconsistentusinganepidemicprotocol.Eachagentin adomaincalculates,using
anaggregationfunction,a small setof representative agentsfor its domain.Typically,
Astrolabeis configuredto useup to threerepresentative agentsfor eachdomain.The
representativeagentsof thechild domainsof aparentdomainruntheepidemicprotocol
for theparent’s domaintable.On a regularbasis,sayoncea second,eachagentX that
is a representative for somechild domainchoosesanotherchild domainat random,and
thena representative agentY within thechosenchild domain,alsoat random.X sends
theparent’s tableto Y. Y mergesthis tablewith its own table,andsendstheresultback
to X, sothatX andY now agreeon thecontentsof their tables.

Theruleby whichsuchtablesaremergedis centralto thebehavior of thesystemas
a whole.Thebasicideais asfollows.Y adoptsinto themergedtablerows from X for
child domainsthatwerenot in Y’soriginal table,aswell asrows for child domainsthat
aremorecurrentthan in Y’s original table.To determinecurrency, agentstimestamp
rows eachtime they areupdatedby writing (in caseof leaf domains)or by generation
(in caseof internaldomains).Unfortunately, this requiresall clocksto besynchronized
which is, at leastin today’s Internet,far from beingthecase.

To solve this problem,eachrow is taggedwith thegenerator: thedomainnameof
the agentthatwrote or generatedthe row (in additionto the timestamp).Agentsalso
maintain,for eachrow in eachtable,the setof generatorsfrom which they received
updatesfor that row, alongwith the timestampon thelast receivedupdate.Themerge
operationis now executedasfollows.Whenreceiving a row in a gossipmessage,the
agentadoptsit, asis, if it is createdby apreviously unknown generator. If it is a known
generator, therow is adoptedif andonly if therow’s timestampis morerecentthanthe
lastreceivedtimestampfrom thatgenerator. This way, only timestampsfrom thesame
agentarecomparedwith oneanother, andthusno clocksynchronizationis necessary.

Whennoupdatehasbeenreceivedfrom aparticulargeneratorfor sometimeperiod�
, thatgeneratoris consideredfaulty, andeventuallyforgotten(after time � �

for rea-
sonsthatgo beyondthescopeof this paper, but which aredescribedin [vRMH98]).

�
shouldbechosensothattheprobabilityof any old gossipsfrom this generatorstill go-
ing aroundis very low [vRB02, vRMH98]. Sincegossipsdisseminatein time �	��
������� ,
this typically is not very long,andcanbedeterminedby techniquesof epidemicanaly-
sisor simulation.If thereareno moreknown generatorsfor a domain,thedomainitself
is removedfrom theagent’sdomaintable.
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3 UsingAstrolabe

Applicationsinvoke Astrolabeinterfacesthroughcalls to a library (seeTable1). The
library allowsapplicationsto peruseall theinformationin theAstrolabetree,settingup
new connectionsasnecessary. Thecreationandterminationof connectionsis transpar-
entto applicationprocesses,sotheprogrammercanthink of Astrolabeasa ubiquitous
service,somewhatanalogousto theDNS.

Table1. ApplicationProgrammerInterface.

Method Description

find contacts(time,scope) searchfor Astrolabeagentsin thegiven timeandscope
set contacts(addresses) specifyaddressesof initial agentsto connectto
get attributes(domain,event queue) reportupdatesto attributesof domain
get children(domain,event queue) reportupdatesto domainmembership
setattribute(domain,attribute,value)updatethegivenattribute

In additionto its nativeinterface,thelibrary hasanSQLinterfacethatallowsappli-
cationsto view eachnodein thedomaintreeasa relationaldatabasetable,with a row
for eachchild domainandacolumnfor eachattribute.Theprogrammercanthensimply
invokeSQL operatorsto retrieve datafrom thetables.Usingselection,join, andunion
operations,theprogrammercancreatenew views of theAstrolabedatathatareinde-
pendentof the physicalhierarchyof the Astrolabetree.An ODBC driver is available
for this SQL interface,sothatmany existing databasetoolscanuseAstrolabedirectly,
andmany databasescanimportdatafrom Astrolabe.

New aggregation functionscanbe installeddynamically, and their dissemination
piggybacksonthegossipprotocol.ThiswayanAstrolabehierarchycanbecustomized
for theapplicationsthatuseit. Thecodeof thesefunctionsis embeddedin so-calledag-
gregationfunctioncertificates(AFCs),whicharesignedcertificatesinstalledasdomain
attributes.

We also useAFCs for purposesother than aggregation.An InformationRequest
AFC specifieswhat informationtheapplicationwantsto retrieve at eachparticipating
host,andhow to aggregatethis informationin thedomainhierarchy. (botharespecified
usingSQL queries).A Configuration AFC specifiesrun-timeparametersthatapplica-
tionsmayusefor dynamicon-lineconfiguration.

Example: Peer-to-peer Multicast

In [vRB02] we presenta numberof possibleusesfor Astrolabe,suchas for locating
”nearby”resourcesby usingODBCto querythelocaldomain,monitoringthedynami-
callyevolving stateof asubsetof hostsin alargenetworkusinganaggregationfunction,
or trackingdown desiredresourcesin very large settings.To avoid repeatingthatma-
terial here,we now presenta differentexampleof how Mariner might be used.Many
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distributedgamesandotherapplicationsrequirea form of multicastthatscaleswell, is
fairly reliable,anddoesnot put a TCP-unfriendlyload on the Internet.In the faceof
slow participants,themulticastprotocol’sflow controlmechanismshouldnot forcethe
entiresystemto grind to a halt. This sectiondescribessucha multicastfacility. It uses
Astrolabeto track thesetof multicastrecipients,but thenbut setsup a separatetreeof
TCPconnectionsfor actuallytransportingmulticastmessages.

Eachmulticastgrouphasaname,say“game”.A participantexpressesits interestin
receiving messagesfor thisgroupby installingits TCP/IPaddress(or addresses)in the
attribute“game”of its leaf domain’sMIB. Thisattributeis aggregatedusingthequery

SELECT FIRST(3, game) AS game

That is, eachdomainselectsthreeof its participants’TCP/IPaddresses.(FIRST is
anoften-usedAstrolabeextensionto SQL.)

Participantsexchangemessagesof theform (domain,data).A participantthatwants
to initiateamulticastlists thechild domainsof therootdomain,and,for eachchild that
hasanon-empty“game”attribute,sendsthemessage(child-domain,data)to aselected
participantfor thatchild domain(moreon this selectionlater).Eachtime a participant
receivesa message(domain,data),it findsthechild domainsof thegivendomainthat
havenon-empty“game”attributesandrecursively continuesthedisseminationprocess.

TheTCPconnectionsthatarecreatedarecached.Thiseffectively constructsa tree
of TCPconnectionsthatspansthesetof participants.This treeis automaticallyupdated
asAstrolabereportsdomainmembershipupdates.

To makesurethatthedisseminationlatency doesnot suffer from slow participants
in thetree,somemeasuresmustbetaken.First, a participantcouldpost(in Astrolabe)
therateof messagesthatit is abletoprocess.Theaggregationquerycanthenbeupdated
asfollowsto selectonly thehighestperformingparticipantsfor “internal routers.”

SELECT FIRST(3, game) AS game ORDER BY rate

Senderscanalsomonitor their outgoingTCP pipes.If onefills up, they maywant
to try anotherparticipantfor thecorrespondingdomain.It is evenpossibleto usemore
thanoneparticipantto constructa “fat tree” for dissemination,but then careshould
betakento reconstructtheorderof messages.Thesemechanismstogethereffectively
route messagesaroundslow partsof the Internet,much like ResilientOverlay Net-
works [ABKM01] accomplishesfor point-to-point traffic. Notice that this makesour
multicast”TCP-friendly”, in the sensethat if a routerbecomesoverloadedandstarts
droppingmessages,themulticastprotocolwill reducetheloadimposedon thatrouter.
Thispropertyis rarelyseenin Internetmulticastprotocols.

Our solution can also be usedto implementthe Publish/Subscribeparadigm.In
thesesystems[OPSS93],receiverssubscribeto topicsof interest,andpublisherspost
messagesto topics.Themulticastprotocoldescribedabove caneasilyimplementPub-
lish/Subscribe,aswell asa generalizedconceptthatwe call selectivemulticastor se-
lectivePublish/Subscribe.

The ideais to tag messageswith a SQL condition,chosenby the publishers.For
example,apublisherthatwantstosendanupdateto all hoststhathaveaversionof some
objectthat is lessthan3.1, this conditioncould be “MIN(version) < 3.1”. The
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participantsin themulticastprotocolabove usethis conditionto decideto which other
participantsshouldreceive themessage.In theexampleusedabove, whenreceiving a
message(domain,data,condition),a participantexecutesthe following SQL queryto
find out which participantsto forwardthemessageto:

SELECT game
FROM domain
WHERE condition

In this idea,thepublisherspecifiesthesetof receivers.BasicPublish/Subscribecan
thenbeexpressedasthepublisherspecifyingthata messageshouldbedeliveredto all
subscribersto a particulartopic.

The simplestway to accomplishthis type of routing is to createa new attribute
by thenameof the topic. Subscriberssetthis attributeto 1, andthe attributeis aggre-
gatedby takingthesum.Theconditionis then“attribute ��� ”. However, suchan
approachwould scalepoorly if a systemhaslarge numberof possibletopics,sinceit
requiresonebit each.

A solutionthat scalesmuchbetteris to usea Bloom filter [Blo70].1 This solution
usesasingleattributethatcontainsa fixed-sizebit map.Theattributeis aggregatedus-
ing bitwiseOR.Topicnamesarehashedto abit in thisbit map.Theconditiontaggedto
themessageis “BITSET(HASH(topic))”. In thecaseof hashcollisions,amessage
mayreachsomenon-subscribingdestinations,but would befilteredandignoredat the
lasthop.

4 Low-level Communication

Theprecedingexampleshowedhow a multicastprotocolcouldbelayeredover Astro-
labe,runningon TCP channels.However, for its own communication,Astrolabeuses
UDP/IP, HTTP(on topof TCP/IPor SSL),or both.To supportHTTP, Astrolabeagents
actbothasHTTP serversandclients.To enablecommunicationthroughfirewalls, As-
trolabemakesuseof Application Level Gateways,but for scalabilityconcernsthis is
only doneas a last resort(seeSection6). This sectiondiscussessomeof the chal-
lengesthat arosein running Astrolabein wide-areasettings.Before we discussthe
actualcommunicationin moredetail,we will first describetheconceptof realms, and
how addressingis donein Astrolabe.

A realm is a setof hostsanda communicationprotocol.For example,the tuple
(“Cornell ComputerScienceDepartment”,UDP) formsa realm,asdoes(“Core Inter-
net”, HTTP). (“Core Internet”is thesetof thosehostson themainInternetthatdo not
residebehindfirewalls.)Eachrealmhasa uniqueidentifierof theform name:protocol,
for example“cornellcs:udp”and“internet:http”.Thehostsin a realmform anequiva-
lenceclass,in thatthey canall beaccessedusingtherealm’s protocolin thesameway.
A hostcanbein morethanonerealm,andcanhave morethanoneaddressin thesame

1 This ideais alsousedin variousotherdistributedsystems,including thedirectoryserviceof
theNinja system[GWVB � 01].
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realm.No two hostsin thesamerealmcanhave thesameaddress,but thesameaddress
maybeusedin differentrealms.

UDP addressesareof theform “IP-address:port”(e.g.,“10.0.0.4:6422”)or “DNS-
name:port”(e.g.,“rome.cs.cornell.edu:6422”).HTTPaddressesareof theform “agent-
name@TCP-address”,where“agent-name”is theAstrolabedomainnameof theagent,
and“TCP-address,” asin UDP addresses,consistsof a port andeitheranIP addressor
aDNS name.For example,“/usa/ny/ithaca/cornell/cs/rome@10.0.0.4:2246”.

Wedefineanextendedaddressto bethetriple (realmidentifier, address,preference).
For example,(“cornellcs:udp”,10.0.0.4:6422,5). A hosthasa setof theseaddresses,
andcanindicateits preferencefor certainaddressesusingthepreferencefield. We call
the setof extendedaddressesof a host the contact for that host.The contactis dy-
namicasaddressesmayappearanddisappearover timeastheadministratorof thehost
connectsto, or disconnectsfrom, ISPsandVPNs.

Unlike agent’scontacts,agent’snamesareconstant.In orderto simplify configura-
tion, we observedthat realmsoftencoincidewith Astrolabedomains,andthusnamed
realmsusingtheir correspondingdomainname.Thus,ratherthan“cornellcs:udp”,we
would use“/usa/ny/Ithaca/cornell/cs:udp”.The core Internetcoincideswith the root
domain,andis thuscalled“/:http”.

Eachdomainin Astrolabehasanattributecalledcontacts, which containsthecon-
tactsof thoseagentsin thedomainthathave beenelectedasrepresentatives.(Thisuses
the FIRST function that wasdescribedin Section3.) The contactsattributeof a leaf
domaincontainsthesingletonsetwith thecontactof theagentof thatleafdomain.

We will now briefly revisit Astrolabe’s gossipprotocolto show how this works in
practice.Whenan agentwantsto gossipthe tableof somedomain,it hasto comeup
with anaddress.First, theagentpicksoneof the table’s rows at randomandretrieves
thecontactsattributefrom thatrow. Theagentthenpicksoneof thecontactsatrandom.
Theresultingcontactis a setof extendedaddresses.Theagentremovestheaddresses
of realmsthatit cannotreach(moreon thisbelow). If thereis morethanoneremaining
address,theagenthasto makeonemorechoice.

In orderto makeintelligentchoices,eachAstrolabeagentmaintainsstatisticsabout
addresses.This is simple to do, as eachgossipmessageis followed by a response.
Currently, anagentmaintainsfor eachextendedaddressthefollowing threevalues:

1. outstanding: thenumberof gossipssentsincethelastresponsewasreceived;
2. last sent: timeof lastsendof a gossip;
3. last received: timeof lastreceptionof a response.

If thereis morethanoneextendedaddressto choosefrom, the agentscoreseach
address:

1. If thereis nooutstandinggossip,thescoreis thepreference;
2. If it hasbeenmore thana minutesincethe last gossipwassent,the scoreis the

preference;
3. If thereis justoneoutstandinggossip,thescoreis thepreferenceminusone;
4. In all othercases,thescoreis zero.

Thisresultsin thefollowingbehavior. In thenormalcase,whengossipsarefollowed
by responses,theaddressof thehighestpreferenceis alwaysused.If a singleresponse
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got lost, thescorebecomesonly slightly smaller. The intentionis that if thereis more
thanoneaddressof thesamepreference,theonesthatareonly somewhatflaky become
lesspreferential.If therearemorelosses,the scorebecomessuchthat the addressis
only usedasa lastresort.Oncea minute,thescoreis, for a singlesendoperation,reset
to theoriginal preference.Thisallowsaddressesto beoccasionallyre-tested.

5 Configuration

In orderfor Astrolabeto scalewell, thedomainhierarchyhasto be setup with care.
Eachdomainin Astrolaberunsaninstanceof thegossipprotocolamongtherepresenta-
tivesof its child domains.Thefirst concernto think aboutis thesizeof domains,thatis,
thenumberof child domainsin a domain.If very large,thesizeof gossipmessages,as
well asthegeneratedgossipload,will belargeaswell (they bothgrow linearlywith the
domainsize).If chosento beverysmall,thehierarchybecomesvery deep,andlatency
will suffer. In practice,we find thata sizeof 25-100child domainsin a domainworks
well. Smallersizesarepossibletoo, at the costof someadditionallatency, but larger
sizesmaketheloadunacceptablylarge.

Locality is a secondimportantconsideration.Domainsshouldbe constructed(if
possible)sothatthenumberof networkhopsbetweenitschild domains’representatives
is minimized,andso that independentdomains(onedomainis not an ancestorof the
other)donotshareany networklinks. If theInternetwereatreetopology, theAstrolabe
hierarchyshouldbepreferablyidenticalto this tree.In reality theedgesof theInternet
oftenresemblea treetopology, but theinternalInternetis a complicatedmeshof links
thatdefiesany resemblanceto atree.

In practice,this meansthat thereis considerablefreedomin designingthe higher
levelsof theAstrolabehierarchy, within thelimits of thebranchingfactor, but thelower
levelsshouldbe mappedcloselyto the topologyof the Internetedge.If we ignorethe
branchingfactor, thisis notmuchdifferentfrom theDNShierarchydesign.In DNS,too,
the low levels oftencorrespondcloselyto thenetworktopology, while thehigh levels
of the hierarchyhave little correspondenceto the actualnetwork topology. Thus the
maindifferencebetweenDNSandAstrolabeconfigurationis theconstrainedbranching
factorof theAstrolabehierarchy.

Astrolabesupportstwo formsof configuration:manualandautomatic.Themanual
configurationsupportsvariousnotionsof security, includingan integratedPKI infras-
tructurefor theAstrolabeservice.The automaticconfigurationis not secure.In order
to foil all but thesimplestformsof compromise,thecommunicationis scrambledand
signedusingsecretkeys.Below, wewill focusontheinsecureautomaticconfiguration.
Moreon Astrolabesecuritycanbefoundin [vRB02].

In aninsecureversionof Astrolabe,all anagentneedsto know is

– Its domainname;
– Thesetof realmsthatit cansendmessagesto;
– How to find peeragentsto gossipwith.

In the remainderof this section,we will look at the automaticconfigurationof
domainnamesandrealms.
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Currently, we generatetheAstrolabedomainnameof an agentfrom the DNS do-
mainnameof thehost,andtheprocessidentifierof theagent.Wewill first explainhow
this is done,andthenprovide the rational for this design.Say that the DNS domain
nameis ����������� ����"! , and the processid of the agentis # . We usea one-wayhash
functionon � � ��� � ! (all but thefirst componentof thedomainname)to constructthree
6-bit integers,$ � , $&% , and $&' . Finally, theAstrolabedomainnameis constructedto be( � ! ( $ � ( $"% ( $&' ( � !*)�� ( ��� ( � � ( # .

For example,sayanagentrunsasprocess4365on host“rome.cs.cornell.edu”.By
hashing“cs.cornell.edu”onto three6-bit integers,we have effectively split the “.edu”
domainup into � �,+ pieces,asthe“.edu” domainitself is muchtoo largefor asingleAs-
trolabedomain.Usingthis construction,theAstrolabe“/edu” domainitself hasatmost
64 child domains.Saythethreegeneratedintegersin our exampleare25,43,and4 re-
spectively. Thenthedomainnameof theagentis “/edu/25/43/4/cornell/cs/rome/4365”.
(Thethreegenerateddomainscanbehiddenfrom view if sodesired.)

The hopeis that eachof the domainsfollowing “/edu/25/43/4”are of relatively
limited size that canbe supportedby the Astrolabeprotocol,and that thesedomains
reflectthenetworktopologyto a closeenoughapproximation.If in thefuturethis turns
out to beinsufficient,wecanupdatethedownloadableexecutableto usemorelevels,or
perhapscomeupwith anadaptivescheme.Theadditionof theprocessidentifiermakes
it possibleto run multiple agentson thesamehost.

Next we have to determinethesetof realmsthat the agentcanreach.We assume
thatany agentcancommunicateto the“/:http” realm,that is, any agentcanuseHTTP
to reachanotheragenton the coreInternet.(AgentsmayuseWPAD to determinethe
existenceandlocationof anHTTPproxy automatically.) Furthermore,we assumethat( � ! ( $ � ( $"% ( $&' ( � !*)�� ( ��� ( � � :udp(“/edu/25/43/4/cornell/cs:udp” in ourexample)is a
realm,andthatall agentswithin this realmcancommunicatewith oneanother.

Currently, theseareall the assumptionswe makeaboutrealms.In practicethis is
sometimesconservative, and in that caseagentsthat cancommunicatedirectly using
UDP will usean Application Level Gateway (ALG) instead.In the next section,we
describehow ALGs areconfiguredandused.

6 Communication thr oughan ALG

An Application Level Gateway (ALG) may be the only possibility for two agentsto
communicate(seeFigure3). Significantcareshouldbe takenin deployingandcon-
figuring ALGs. Thenumberof ALGs is likely to besmall comparedto thenumberof
agentsusingthem,andthusthey shouldbe usedjudiciously in ordernot to overload
themor thenetworklinks thatconnectthem.Also, careshouldbetakenthat thepeer-
to-peernetworkremainstolerantof failures,anddoesnotgetpartitionedwhenasingle
ALG server crashesor otherwisebecomesunavailable,andthatnetworksecurityis not
compromised.Finally, in orderfor thesystemto scale,it shouldbepossibleto addnew
ALG serversdynamicallyto thesystemasthenumberof Astrolabeagentsgrows.These
new serversshouldautomaticallybediscoveredandusedby theexisting agentsaswell
asthenew ones.
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Fig.3. ApplicationLevel Gateway. (1) ReceiversendsaRECEIVErequestusinganHTTPPOST
request;(2) Sendersendsthemessageusinga SENDrequestusinganHTTP POSTrequest;(3)
ALG forwardsthemessageto thereceiverusinganHTTP200response;(4) ALG sendsanempty
HTTP200responsebackto thesender.

Ideally, an ALG is locatedon the networkpathbetweena senderanda receiver,
so that thenumberof hopsthata messagehasto travel is not severely affectedby the
presenceof an ALG. Sincemany sendersmay sendmessagesto the samereceiver,
it follows that the ALG shouldbe locatedascloseto the receiver aspossible.Thus,
ideally, eachfirewall or NAT box hasa companionALG that servesreceiversbehind
thefirewall. In practice,we suspectthatfar fewer ALGs will bedeployed,but it is still
importantfor receiversto connectto thenearest-byALG or ALGs.

Eachreceiver that wishesto receive messagesthroughan ALG hasto useHTTP
requeststo the ALG. In practice,this happensover a persistentTCP connection.In
orderto reducethe numberof suchconnectionsto an ALG, not every hostbehinda
firewall hasto connectto the ALG. In Astrolabe,only representatives for the realm
correspondingto the firewalled site gossipbeyond the firewall boundaries,and only
theseagents(typically, two or three),needto receive throughanALG. Theotheragents
learn indirectly of updatesoutsidethe realmthroughgossipwith the representatives
(seeFigure4).

Source

Destination

ALG Server 1

ALG Server 2

Site 1 Core Internet Site 2

Fig.4.Themany waysgossipcantravel from asourcehostin Site1 toadestinationhostin Site2.
Eachsitehasfour hosts,two of which arerepresentatives,behinda firewall. Therepresentatives
of Site2 connectto two differentALG serversto receivemessagesfrom outsidetheir firewall.
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In order for agentsto locateALGs, the ALGs themselves aresituatedin the As-
trolabehierarchyitself. EachALG hasa companionAstrolabeagentwith a configured
domainname.The relaysattributeof the correspondingleaf domainis set to the sin-
gletonsetcontainingtheTCP/IPaddressof theALG. This attributeis aggregatedinto
internaldomainsin thesamewayasthecontactsattribute(i.e., usingtheFIRSTaggre-
gationoperator).

An agentdetermineswhetherit is a representative for a firewalled site by moni-
toring the contactsattributeof the correspondingrealmdomainandnoticing whether
its contactis in there.Whenthis becomesthecase,theagentfindsALGs by traveling
up theAstrolabehierarchystartingin its realmandfinding the relaysattributes,stop-
ping whenit haslocated 1 ALGs or whenit reachesthe root domain.To ensurefault
tolerance,1 is typically chosento be a small integer suchas2 (asin Figure4). If no
ALGs arefound,agentsresortto usinga setof built-in addressesof ALG serversthat
wedeployedfor this purpose.

For eachALG in the set,theagentgeneratesa new extendedaddressof the form
(“domain-name@ALG”,“/:http”, preference),andaddsthis addressto its contactset.
Thepreferenceis chosento berelatively low comparedto its otheraddresses,soasto
discourageits use.Finally, theagentsendsanHTTP requestto theALG to receive the
first messageonthis address.

7 RelatedWork

Themostpopularpeer-to-peersystemssuchasChord[SMKK95], Pastry[RD01], and
Tapestry[ZKJ01] implementdistributedhashtables(DHT), thenusethesetablesto
locatedesiredobjects.Justasa conventionalhashtablemapsa key to a value,a DHT
mapsa key to a locationin thenetwork.Thehostassociatedwith thatlocationstoresa
copyof thevalueassociatedwith thekey. Thehoststhat implementtheDHT maintain
routingtablesof �	�2
�3�546� sizethatallow messagesto beroutedin �	�2
 ���746� stepsto
oneof theselocations.

Astrolabealsoimplementsa distributeddatastructure,althoughit is neitheraDHT
nor a distributedfile system.Instead,Astrolabemostcloselyresemblesa spreadsheet,
particularlybecauseupdatesof anattributecausesotherattributesto change.However,
theAstrolabeinterfaceis morelike thatof adatabase.AthoughAstrolabeusesapeer-to-
peerprotocolwith scalabilitypropertiessimilarto thoseof DHTs,it differsin important
waysfrom thebestknown DHT solutions.

In particular, Astrolabereflectsthephysicalorganizationof thehostsin its domain
hierarchy, while DHT implementationshidethehostsandpresenta uniform key-value
mapping.This differenceis also apparentin the underlyingprotocols.Astrolabeex-
ploits the domainorganizationso that most messageexchangesare betweennearby
hosts,while theDHT implementationsrequirespecialmechanismsto avoid doinglarge
numbersof long distanceexchanges.Pastry andTapestrycomeclosestto exploiting
proximity in their messagerouting, but the protocolsthat maintainthe routing tables
themselvesstill requiremostlylongdistancemessages.Also, theseprotocolstreateach
networklink asequal,andareexpectedto suffer from significantproblemswith slow
modemlinks.
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Thedesignersof Tapestryareinvestigatinga two-levelarchitecture,calledBrocade
[JK02], thatexploits thenetworktopology. Basically, eachsite(e.g., anorganizationor
campus)deploysa numberof so-calledsupernodes.The supernodesareorganizedin
anordinaryTapestrynetwork.EachsitethendeploysanotherTapestrynetworklocally,
including its supernodes.Messagesarenow routedin threesuperhops:first to a local
supernode,thento theremotesupernode,andlastly to its final destination.Simulation
showsdramaticimprovementsin performance.

Astrolabeis perhapsmostsimilar to amulti-level Brocadearchitecture.Astrolabe’s
aggregationfacilities areusedto elect,for eachdomain,themostappropriatesupern-
odes.Electionmay be donebasedon quality of connectivity, resourcecapacity, host
security, etc.,andthesepoliciesmay in fact bechangedon thefly. Anotherdifference
betweenAstrolabeandotherpeer-to-peerprotocolsis thereforethatAstrolabeexploits
theavailableheterogeneityin thenetwork,ratherthanhiding it.

Much of Astrolabeis concernedwith thedetailsof peer-to-peercommunicationin
theactualInternet,anenvironmentrife with NetworkAddressTranslationandotherin-
conveniences.Well-known technologiesin thisfield areGrooveNetworks(groove.net)
andJXTA (jxta.org).GrooveNetworksprovideapeer-to-peercommunicationstechnol-
ogyfor distributedcollaboration.Althoughin theorypeersin Groovecancommunicate
directly with oneanother(assumingthey arenot separatedby firewalls or NAT), they
heavily rely on their proprietaryALG, calledtheGrooveRelayServer[Ora01].Unless
peersareexplicitly configuredto communicatedirectlywith oneanother, they will use
theRelayServerfor communication.They alsousetheRelayServerfor otherfunctions.
This includesmessagequeuingfor off-line peersandresourcediscovery. This makes
mostGroove applicationsheavily dependenton the RelayServer, anddirect peer-to-
peerinteractionsarerarelyused.

JXTA [Gon01] is anopenplatformfor peer-to-peerinteractionsin thenetwork,in-
tendedfor pervasive usefrom serversto workstationsto PDAs andcell phones.JXTA
offersa varietyof servicessuchasPeerDiscovery andPeerMembership.In orderto
allow peerdiscovery andpeer-to-peercommunication,thenotionof anALG (Rendez-
VousServerin JXTA terminology)hasbeenproposed,but this is still an ongoingre-
searcheffort.

8 Conclusions

By combiningpeer-to-peerandgossipprotocolsandusingtheresultingmechanismto
implementascalabledatabaseabstraction,Astrolabeplugsagapin theexistingInternet
infrastructure.Today, far too many applicationsareforcedto operatein thedark: they
lack a good way to sensethe statusof componentsystemsand of the network,and
yet needto adapttheir behavior on the basisof suchstatus.More broadly, thereis
an importantneedfor betterscalablecomputingtoolsaddressingthecommunications
andconfigurationrequirementsof large-scaleapplications.Astrolabeofferssuchtools,
packagedin aneasilyuseddatabaseabstraction.BecauseAstrolabeitself is stableunder
stressandextremelyscalable,it promotesthedevelopmentof new kindsof applications
sharingtheseproperties.
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